INSITE Privacy, Access, and Data Quality Self-Audit Checklist 
Member Agency Compliance Review
To be completed by each Member Agency every two (2) years through the Commission’s designated online submission form. See Section IX (B) of the INSITE Privacy, Access, and Data Quality
By submitting this self-audit, the Member Agency certifies that it has reviewed its internal policies, practices and procedures related to INSITE access, privacy, security, and data quality and is compliant.
I. Governance and Oversight
☐ The Member Agency has designated personnel responsible for INSITE oversight and compliance with Compact rules and Commission policies
☐ The Member Agency maintains internal policies or procedures governing INSITE use
☐ The Member Agency oversees all participating agencies and users within its jurisdiction
☐ The Member Agency ensures compliance with applicable state laws, Compact rules, and Commission policies

II. User Access Management
☐ Access to INSITE is limited to users whose roles require it to perform assigned duties, consistent with need-to-know principles
☐ Compact Office roles are assigned only to individuals authorized to approve outgoing Compact activities and ensure compliance with ICAOS rules and INSITE requirements
☐ State Administrator roles are assigned only to individuals authorized to edit, delete, merge, expunge or otherwise manage existing INSITE records and user administration functions
☐ Each user has a unique login
☐ Shared user accounts or sharing login credentials is prohibited
☐ User access is reviewed at least every ninety (90) days
☐ Access is promptly revoked for separated, terminated, or transferred users
☐ Process exists for immediate suspension when necessary
☐ Inactive accounts are deactivated after ninety (90) days of inactivity

III. Training
☐ All users complete INSITE and policy training before access
☐ Annual refresher or ongoing training is provided by the Member Agency
☐ Training includes INSITE functionality, data entry standards, and authorized use, along with privacy, security, and data quality requirements
☐ Training includes how applicable state/local laws, policies, and procedures apply to interstate Compact cases
☐ Training completion is documented, retained and records are available for audit upon request 
☐ Records include dates, content, and user participation 

IV. Privacy and Sensitive Information
☐ Users understand INSITE’s privacy and civil liberties requirements 
☐ Access/use of data is limited to authorized purposes 
☐ Sensitive/health data entry is limited to minimum necessary 
☐ Agency complies with applicable laws, including Health Insurance Portability and Accountability Act (HIPAA) where applicable 
☐ Disclosure or release of medical or health-related information is governed by applicable state and local laws and agency policies

V. Public Visibility Controls for Confidential Records
☐ Criteria and procedures exist for restricting public visibility of confidential records 
☐ Justification for restrictions is documented 

VI. Data Quality and Accuracy
☐ Records include required identifying fields (name, sex, DOB, etc.) 
☐ Data entered is accurate and complete, and users are prohibited from entering inaccurate information to bypass required fields 
☐ Procedures exist to prevent duplicate records
☐ Users are trained in identifying duplicate record verification
☐ Procedures exist to report, identify and correct data errors
☐ Errors are investigated and reported to state administrators within five (5) business days
☐ Corrections occur within thirty (30) calendar days
☐ Documentation of error resolution is maintained
☐ Monthly audits and reviews of data accuracy are conducted
☐ Primary photographs for supervised individuals meet the following requirements:  	
1. Images clearly show the individual’s face and are suitable for identification
2. Photos are in portrait orientation and in color
3. Images are clear and free from distortion or poor quality
4. Backgrounds do not obscure or detract from the subject
5. Photos are updated when no longer representative of the individual’s appearance
6. Photos are reviewed and updated at least every five (5) years during active supervision

VII. Incident Response & Reporting
☐ Procedures exist for reporting unauthorized access or misuse
☐ Incidents are documented and investigated
☐ Significant incidents are reported to the Member Agency and the Commission’s national office
☐ Corrective actions are implemented to prevent recurrence

VIII. Information Sharing
☐ Data is shared only for authorized Compact, criminal justice and public safety purposes
☐ The agency has designated personnel responsible for handling information requests
☐ Requests are reviewed for authorization and compliance with applicable laws and agreements
☐ Controls exist to prevent improper sharing
☐ External information sharing is documented

IX. Data Retention and Record Management
☐ Data is retained, deleted and merged according to legal and operational requirements.
☐ The agency has designated personnel responsible for overseeing retention and record management
☐ Expungement/sealing requests are processed appropriately to ensure data is not recoverable

